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It is with mixed emotion that I introduce the BCI Resilience in Conflict Report 2022. The unfortunate need 
for such research is apparent and, while we wish it were not required, this work delivers important insight 
into the world of organizational resilience within a context of conflict. It also discusses the contemporary 
challenges faced by resilience professionals within conflict contexts and seeks to unearth best practice 
examples of resilience and business continuity so we can learn from them and plan for the future. We are 
extremely grateful for the sponsorship of International SOS in the making of this report.

This year, more than ever before, conflict has climbed up to the top of the agenda because of the  
invasion of Ukraine; something few organizations were expecting nor preparing for. Inter-state conflicts 
have also changed their methods: many have avoided a direct military clash, but with this we are seeing 
complexity of methods increase, with cyber-attacks and disinformation campaigns being examples of 
newer tools emerging. 

Conflicts happen not only between countries but also within a multitude of non-state players. Examples of 
contemporary conflicts include those brought about by political change, civil unrest and, as exemplified 
in this report, internal conflicts such as bandit problems in sub-Saharan Africa. Repercussions of conflict 
also transcend state borders, with spill over effects typically hard to forecast. The nature of conflict today 
is multidimensional and therefore requires a multidimensional response from organizations if they want to 
be resilient and enable business continuity in this diverse and challenging reality.

This report shows that nearly all organizations are affected by conflict, whether this is by having 
operations within conflict zones, or being impacted by secondary effects such as supply chain problems 
and rising energy costs. BCI reports have shown year-on-year the importance of top management 
leading at a time of conflict, but also encouraging communication throughout the organization. Operating 
in conflict areas follows this trend, and top management is usually not only part of the crisis management 
team, but it is involved all along the process and takes a control role until the very final decision. 

Many practitioners report challenges to implementing a resilience program, and when faced with the 
additional challenge of conflict, the difficulties only mount. This report shows that the primary challenges 
are the lack of specialized personnel and shortage of experts to analyse events correctly. Often the 
effects can be extreme: some of those interviewed described examples of how all staff had been moved 
away from offices as they were located near the front line and situations where members of staff had 
been called up to serve. The coordination of the response becomes challenging when coupled with a 
disparate and reduced workforce. 

We hope this report provides a useful tool for understanding the nature of contemporary conflict 
and how diverse organizations all over the world have reacted to these challenging circumstances to 
achieve resilience in rapidly changing and fast-escalating scenarios. I would once again like to express 
my appreciation to International SOS for their valued support in the making of this report and also to our 
members who spent the time to answer the survey and participate in interviews.

Christopher Horne FBCI 
Chair of the BCI

Foreword
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For over 37 years, we have been enabling organizations to operate in the most extreme 
and high-risk environments. From the war in Ukraine, civil unrest and protests to natural 
disasters and infectious disease outbreaks, the threats we have witnessed over the past 
year are profound.

We know first-hand that the risks faced in conflict zones are unique and complex. For 
many industries, operating within these environments is a normality. For some, the recent 
influx of crises, across varying geographical locations has caused extreme turmoil.

As the nature of conflicts become more intricate, so do the mitigation measures in 
protecting their employees and surrounding communities. The opportunity for knowledge 
sharing, research, discussions should be prioritised with senior leadership during these 
challenging times.

As an executive leader, responsible for the safety of over 14,000 employees globally, 
I know first-hand that a proactive response to crises is paramount. Full involvement 
and communication from the C Suite plays a vital role in the outcome of organizational 
resilience. A true testament to what we have witnessed over the past 12 months.

What has also become extremely prevalent is the critical role security professionals have 
had in protecting their organizations resilience. Unified collaboration alongside risk, health 
and safety, operations and business continuity teams ensures a centralised crisis response. 

 With a shared vision in encouraging resilience and business continuity best practices, our 
collaboration with the Business Continuity Institute (BCI) was best suited. As a leading not 
for profit organization committed to educating organizations on the highest standards of 
resilience best practices, we are fortunate to be collaborating together. 

In this new piece of important research, we examine the intricate challenges organisations 
operating in conflict zones experience. Our aim is to equip stakeholders with the insights 
and evidence to operate safely and securely in areas of conflict in future.

Arnaud Vaissié  
Co-founder, Chairman & Chief Executive Officer 
International SOS

Foreword
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Main Findings

61.7% 
of organizations are 

currently affected by the 
impacts of conflict 59.6%

International evacuation  
from conflict territory 

56.4%
Internal relocation from  

high-risk areas response measure 

48.9%
Updates with local  

news and intelligence 

51.1%
Support for  

employees family 

51.1%
Cyber security and IT  

arrangements 

74.8%  
are experiencing the secondary 
effects of conflict but without 

physical involvement

12.7%   
have more than  

1,000 employees operating  
in conflict areas

32.8% 
Altered their  

operating model 

31.0%
Shut down part of their 

operations as a preventative 
response measure 

26.7%
Temporarily closed their 
operations in an entire 

geography 

As a result of conflict, 
organizations have: 

The main protocols to 
protect employees are:

50.1%
conduct a screening of their 
employees before they are 

sent to areas potentially 
subject to conflict

of respondents 
have a centralised 
crisis management 

function

utilize a  
combined 

approach with 
regional units

31.4% 50.0%

5

Executive summary



19.8%
Business continuity 

management 

10.7%
Crisis  

management 

9.1%
Organizational  

resilience 

The following departments hold the primary responsibility for coordinating resilience in conflict areas:

45.3%
Lack of  

specialist personnel 

50.0%
Cyber and information 

security technology 

36.8%
Too much focus on other major 

disruptive events (e.g. COVID-19) 

50.0%
Crisis communications 

technology 

29.5%
Lack of  

dedicated budget 

46.3%
Travel security  
applications 

The main challenges to implementing resilience in conflict areas are:

42.3% use software to keep operations resilient in a conflict, such as:

44.9%
of the organizations involve 

top management all along the 
response process

46.0%
have activated their business 

continuity and resilience function 
to mitigate the impacts of conflict

46.1%
have activated their crisis 
management function to 

mitigate the impacts of conflict

Visit page 24 for the full breakdown.
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Organizational 
involvement in 
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Organizational involvement in conflict 
The majority of respondents (61.7%) report their organizations are suffering 
from the impact of conflicts. This is significant but not surprising, since 74.0% 
of the organizations in the sample operate in multiple countries and there are 
currently over 110 active conflicts throughout the world1. While the current 
Ukraine crisis is resonating across all the major news channels, there are a 
multitude of other armed disputes with some, such as the internal conflict in 
Myanmar, the Colombian conflict and the Kurdish separatism in Iran raging 
for over half a century. Regions in the Middle East, Northern Africa and Sub-
Saharan Africa are the most impacted, as they contribute to roughly 80 of 
the 110 overall conflicts. Some countries have complex situations and multiple 
conflicts ongoing within their own borders. A respondent from Nigeria 
explained how there were multiple disputes ongoing, although the serious 
issues were from bandits and kidnappings.

  “You have a lot of armed conflicts happening in the northeast where 
you have Boko Haram operating and also the Indigenous People 
of Biafra (IPOB), which is a separatist movement in the east of the 
country. The Boko Haram sect has been active since 1999 and the 
military hasn’t been able to deal with them until today. Now, the 
Boko Haram conflict in the north-east has spread down to the 
north-west and it is Abuja which is bearing the brunt of attacks from 
these bandits. These so-called armed bandits are actually attacking 
the capital and are threatening to capture the president and a 
state governor. In a nutshell, the north-east and the north-west are 
affected by armed banditry, Boko Haram and ISWAP [(Islamic State’s 
West Africa Province)]. But in the east of the country you have the 
IPOB separatist movement and then in the south-west you have 
mainly kidnaps for ransom.”

  Security Operations Manager, FMCG Sector, Nigeria

1. Geneva Academy, The (2022). Homepage. Available at: https://geneva-academy.ch/galleries/
today-s-armed-conflicts#:~:text=Today8%2C%20it%20monitors%20more%20than,for%20
more%20than%2050%20years (last accessed 7 November 2022)8
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Organizational involvement in conflict

Another interviewee from Nigeria described how whilst  
armed conflict had been localised to a specific part of Nigeria, 
the conflict was now escalating around the whole country and 
also neighbouring geographies. This has meant they have  
had to find revisit plans to cover the growing geographical  
area impacted.

Even though most of the disputes taking place are defined as 
non-international (NIACs), they can still have repercussions that 
transcend borders. A participant working in the security industry  
– including with the UK Ministry of Defence – stressed that 
conflicts often go beyond localised violence. Spillover effects  
that can threaten human lives and cause additional societal unrest 
include inflation, food shortages, access to healthcare and a 
decrease in the quality of life. 

With these facts in mind, it is understandable why 74.8% of 
respondents state that they are experiencing the secondary 
effects of conflict but without physical involvement, such as high 
energy prices. However, a high proportion are directly involved as 
they either have operations where a conflict is taking place (54%) 
or they have customers in the area (53.2%). 

Also, it should not be underestimated that one in four (25.2%) 
have suppliers where confrontations are currently happening. 
In this situation, good business continuity practice will hopefully 
ensure that alternative suppliers are available.

Furthermore, the term ‘indirectly affected’ could suggest that  
an organization is less affected than one who has operations  
within an affected area. However, as an interviewee explained, 
indirect consequences have the potential to cause significant 
harm to an organization particularly in the case of ‘double 
whammy’ incidents.

  “So in the past it was a Nigerian issue, but now we see it 
in Niger and our operation in Cameroon is affected also. 
The conflict is something that is really having secondary 
effects even beyond what we’ve had in the past years. 
Now, because we have it spreading across the border, 
meaning that even the operations in Cameroon are 
impacted by the insurgents and their activities across the 
entire West African area.”

  Head of IT, Technology, Nigeria

  “For the purposes of risk management or horizon-
scanning, it is important to look beyond current 
definitions of conflict. Disruption on the scale we see 
now can be caused without armed conflict, and it is 
inevitable that we will see such national conflicts in 
the future. It is expected that as the climate changes, 
so too will weather patterns change, for example, 
an increase or decrease in rainfall. Countries that 
depend on reliable river flows for farm irrigation, 
power generation, travel or resource transportation will 
increasingly experience disruption, either due to floods 
or droughts. We see this already, with Germany unable 
to deliver resources along its river network, and it’s not 
alone. Countries that uses dams or rivers to generate 
electricity will be in a better position than countries 
downstream - The Nile river is a good example of 
shared resources being taken to the detriment of other 
countries. This will continue and increase, and it will 
lead to conflict, either armed or economic, or both.”

 Crisis Manager, Humanitarian Organization, Switzerland
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Once a conflict breaks out, organizations with a presence in 
the area of interest have an immediate decision to make: do 
they stay open or shut down (at least temporarily)? The final 
decision depends on a series of variables, such as the intensity 
and exact location of the hostilities, or the levels of security 
that can be guaranteed by the organization. This is rarely a 
straightforward choice, since being able to operate in a hostile 
environment may result in significant competitive advantage. 
For instance, an energy firm being able to continue operating 
in high-risk areas will likely outperform the competition and 
will possibly be a great asset for the national economy of the 
country where it is based. However, private organizations 
(especially if operating in foreign territory) can easily become 
strategic targets of armed groups. While attacking civilians is 
forbidden under International Humanitarian Law, there is no 
guarantee that criminal groups or rogue governments will not 
engage in unconventional warfare2. 

Looking at the figures, it appears that most participants opted 
for a cautious approach, minimizing risk to personnel and 
facilities by diverting business operations away from conflict 
areas. Almost one in three (32.8%) had to alter their operating 
model, 31% had to shut down part of their operations as a 
preventative measure and (26.7%) temporarily closed their 
operations in an entire geographical area. On a similar note, 
23.3% relocated their operations internationally as a response 
measure. There were others, however, who tried to find a way 
around the conflict. Some found alternative suppliers (25.9%) 
whilst others sought out alternative transport routes (21.6%). 

61.7%
Yes

38.3%
No

Figure 1. Is your organization currently affected by 
the impacts of armed conflicts?

38.3%

61.7%

Is your organization 
currently affected 
by the impacts of 
armed conflicts?

If you are being affected, how?

%

We have customers in an area where 
armed conflict is happening 53.2%

74.8%
We are experiencing the secondary effects 

of armed conflict but without physical 
involvement (e.g. higher energy prices)

25.2%
We have critical suppliers in an area 
where armed conflict is happening

54.1%
We have operations in an area where 

armed conflict is happening

Figure 2. If you are being affected, how?

0 10 20 30 40 50 60 70 80

2. Unconventional warfare is warfare that is conducted within enemy lines through guerrilla 
tactics or subversion, usually supported at least in part by external forces (Collins Dictionary). 10

Resilience in Conflict Report 2022

Find out more  www.thebci.org



An interviewee from Nigeria spoke about how armed 
conflict within the country meant damage to infrastructure 
– and the ability to rectify it after an attack – was its largest 
challenge from a business continuity perspective.

Further down the chart but worth observing is a 
small but significant group of respondents (13.8%) 
who unfortunately experienced a reduction or loss in 
personnel due to military consignment, displacement, 
injury, or worse. Even though only a minority 
experienced the most dangerous aspect of conflict, 
it is still more than one in ten, which is not marginal 
considering that human lives are at stake. 

It is also worth noting that nearly one in ten respondents 
commented that they had had to permanently close 
operations as a result of conflict, which is likely to have 
a huge strategic bearing on their organization. Whilst 
some organizations have been able to shift staff to other 
locations, others may not have the ability to do that.

Meanwhile, another interviewee from an organization based in Ukraine 
described how they had key staff who had been called up to serve for 
the military meaning new staff had to be recruited. In order to increase 
their resilience, they were electing to hire staff from outside Ukraine. 
At the beginning of the conflict, they also had to overcome the issue 
of multiple staff relocating. However, having sound business continuity 
plans in place meant the organization was able to ensure critical 
roles were covered and, despite a productivity drop of around 25%, 
the organization was proud not to have broken a single service level 
agreement (SLA).

  “We are severely impacted by armed conflicts, 
especially here in Nigeria and particularly in the 
north. Even the south now suffers somewhat 
from the activities of insurgents and bandits. One 
of our base stations in a major city in the north 
was blown up by the bandits. We had customers 
connected to that base station, so that brought 
down the entire business in that area. Every 
attempt to try to go and rebuild was rebuffed by 
the bandits and the people and it has been quite 
a struggle. So, we had to do a little bit of resilience 
planning and move some of the traffic from that 
base station to another base station. It’s been quite 
difficult because apart from base stations being 
bombed, you also have your fibre infrastructure 
that you cannot maintain because of fear of the 
bandits, of being kidnapped, and the rest. This is 
a big challenge in terms of conflict right now.”

  Head of IT, Technology, Nigeria

  “We are lucky because we have got a large operation 
in Poland and one in Slovakia. We have temporarily 
expanded capacity there to ensure the Ukrainian 
personnel who can leave the country and work. We are 
finding that many are happy in their new location and 
because a lot of staff were working from home anyway, 
there will be no need to reopen the Odessa office.”

  Security Manager, Professional Services, Ukraine

  “Most of our personnel is located in Ukraine, so a major 
factor is personnel and effect on personnel. In the first 
months of the crisis, we saw a significant decrease of 
productivity, because most of the personnel needed to 
relocate to different, safer places because most were located 
in Kyiv. Early on in the conflict, there were attempts on 
the land operations on Kyiv, so it was quite dangerous.

  We identified the key personnel for different business 
processes and we relocated them in January because we 
had the information then about a potential escalation. So, 
we relocated them to Western Ukraine and they were not 
affected too much. We were mostly ready for the conflict and, 
with this business model, the business continuity team were 
able to support almost-normal business operations during the 
first few months of turbulence. We didn’t measure it precisely, 
but I believe the drop of productivity in the first few months 
was about 20%-30%, but we didn’t break a single SLA.”

 Director of Information Security, Technology, Ukraine

53.2%

74.8%

25.2%

54.1%

Organizational involvement in conflict
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What effect has this had on your business?

%

Closed operations in an entire 
geography (permanently) 9.5%

Experienced customer attrition 10.3%

Relocated our operations domestically 12.9%

Reduction or loss in personnel due to military 
consignment, displacement or injury/death 13.8%

Made efficiency savings to counter rising 
costs (e.g. higher energy prices) 18.1%

Found we cannot conduct business with previous 
business partners due to governmental decisions 20.7%

Sought to find alternative transport routes 21.6%

Relocated our operations internationally 23.3%

Had to find alternative suppliers 25.9%

Closed operations in an entire 
geography (temporarily) 26.7%

Shut down part of our operations as a 
preventative response measure 31.0%

Altered our operating model 32.8%

Taken out additional bank funding 3.5%

6.9%Reduced staff through redundancy

2.6%Merged company operations

6.0%
Had to find an alternative site 

for company buildings

Figure 3. What effect has this had on your business?

0 10 20 4030
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Which conflict areas are affecting your organization?

As mentioned in the opening paragraph of this section, the conflict in Ukraine might be the most visible one to most at the moment, 
but there are several other major incidents taking place throughout the world. When asked about the conflict where they are currently 
operating, several respondents reported more than one. Besides Ukraine, the most recurring countries were Afghanistan, Nigeria, Mali, 
and Syria. The knock-on effects of these conflicts have a wide outreach even when they do not result in open confrontation. 

One respondent elaborated on the topic of supply chain disruptions as follows:

  “I think the conflict has highlighted strategic weaknesses in national policies in the areas of energy security, as 
well as general supply chain risks - some of which have yet to be fully realised and considered. However, if you 
consider global dependence on Chinese manufacturing, the risk of disruption is much more obvious. We might 
(just) manage without Russian gas, but should tensions increase in the Taiwan Strait, the likelihood of an aggressive 
sanction spiral is moderated by the much higher commercial stakes and dependencies than losing Russian gas’.

  If we look at the UK, which has less than 5% of Russian gas, the impact on our infrastructure and economy 
should have been minimal (or lower than Germany, for example), but our lack of strategic gas storage and UK-
based gas extraction has put the stability of generation and supply to power stations, business and households 
at risk as we look forward to winter.  As laudable as green power generation is (and it is a vital part of our energy 
portfolio), it is not yet a sufficiently reliable source of power, and it will not power our gas boilers or cookers.

 Crisis Manager, Humanitarian Organization, Switzerland

Organizational involvement in conflict
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Most organizations in the sample (80.4%) have more than 
ten members of staff operating in conflict areas, whilst more 
than one in ten (12.7%) have more than 1,000 employees 
deployed. Depending on the area, travel security can be quite 
challenging even for one individual, let alone a thousand. In 
highly unstable situations, details can make the difference 
between safety and risk, and while today there are several 
more tools professionals can use as support, it is also true 
that threats have become much more complex. This is partly 
due to new threats that have emerged in recent years, such 
as cyber-attacks, but also because of a better awareness of 
some previously overlooked risks. For instance, mental health 
care receives far greater attention today than it did in the past, 
and it would be intolerable for an organization to disregard 
the mental health consequences of sending an employee to 
a war-torn area. One interviewee highlighted how all staff 
continued working in a conflict area because the organization 
operated there. He pointed out that conflict had become 
somewhat of a normality, which tested crisis management 
capabilities at times.

  “We are only based here in South Sudan and 
therefore all our staff are permanently working in a 
war zone. We have got so used to what I consider 
to be a permanent crisis mode it is difficult to 
differentiate between normality and crisis. We were 
hopeful of it calming after the peace declaration 
in 2020 and it has to a certain extent, but there 
is still a lot of fighting going on. Therefore, if 
there is an incident which threatens the safety 
of our staff above the level of new normality, 
we have to make sure our communications are 
beyond our day-to-day crisis mode that we 
seem to have been in for over 10 years now.”

  Director of BC, Engineering, South Sudan

20.6%
1-10

6.3%
11-20

7.9%
21-50

12.7%
51-100

15.9%
101-250

9.5%
251-500

14.3%
501-1,000

6.3%
1001-5,000

1.6%
5,001-10,000

3.2%3.2%
10,001-50,000

1.6%
50,001-100,000

Figure 4. How many staff do you have operating in armed 
conflict areas?

1.6%

3.2%
3.2%1.6%

6.3%
14.3%

9.5%

15
.9

%

6.3%

12.7%

20
.6

%

7.9%

How many staff do 
you have operating in 
armed conflict areas?
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This complexity is visible in the array of security and safety 
measures participants reported when describing the protocols 
they have in place. Most relied on international evacuation 
(59.6%) and internal relocation (56.4%). Interestingly, the third 
most-adopted measure consisted of cyber security and IT 
arrangements (51.1%). There are multiple reasons why cyber 
resilience is so important in a conflict scenario. Hybrid warfare 
often plays a central role in modern conflicts, whether the goal 
is to steal information or to jam communications. 

Specifically, hybrid warfare refers to “the use of a range 
of different methods to attack an enemy, for example, 
the spreading of false information, or attacking important 
computer systems, as well as, or instead of, traditional military 
action3.” Ukraine suffered such attacks even prior to the 
invasion, as large infrastructures were at times shut down in 
entire cities. Indeed, in December 2015, an unprecedented 
hack of Ukraine’s power network caused power outages over 
the Christmas period4. However, Ukraine is just one case out 
of many. Major powers have been part of a cyber conflict for 
years, and in the recent past even non-state actors, such as 
the Islamic State, developed cyber capabilities to support their 
attacks. Therefore, it makes sense that respondents would 
also employ the use of tools to disseminate local news and 
intelligence to their employees (48.94%) to fight disinformation 
campaigns and navigate through the media noise – both 
social and traditional types. One interviewee highlighted just 
how important this was in his organization in Nigeria. A simple 
incident of the wrong information being sent meant many 
people lost their lives. In this particular case, social media was 
blamed, which the interviewee said was a major challenge in 
a conflict environment. Such scenarios are also contributing 
to the concept of “information bankruptcy” (i.e. the increasing 
distrust of news, even when from a credible source). The 
combined quantity, across the social and media networks, is 
not only causing challenges to the respondent’s organization 
but many thousands around the globe – and will continue to 
do so without the right controls in place.

Complex threats require complex responses, even to traditional 
issues such as health and safety. As mentioned, today the provision 
of Duty of Care has evolved, as it emerges from the data. Whilst it 
should be viewed favourably that half of participants (48.9%) reported 
having access to mental health and wellbeing services, a further 
46.8% to safe shelter and 40.4% to general healthcare services, this 
does show that the majority of respondents do not have adequate 
provision of Duty of Care. In a crisis, this could be the difference 
between an organization thriving and collapsing.

Establishing people as a priority is also a core principle of the new 
standard on travel security, named ISO 31030:2021 - Travel risk 
management — Guidance for organizations5. The standard is 
very clear in stating that business opportunities should not trump 
business principles, such as the protection and preservation of the 
workforce. The guidelines remark that “the organization’s overall 
appetite and acceptance of risk should not take precedence, or be 
used exclusively, in deciding whether travel is appropriate for security, 
safety or health reasons.” 

  “We do our best in terms of giving our own view of 
emerging information. It is a major challenge, however, 
because of the social media aspect of it, it has caused 
quite a lot of damage over the years with both wrong 
information and unverified information. Some years back, 
there was a bomb blast somewhere in Lagos. This was 
ultimately caused by the wrong information being sent 
and close to a thousand or so people died for no reason 
– not by the blast but during the stampede. All that was 
needed was good, effective communication, but social 
media has a way of diluting the correct information. There’s 
currently no real solution to this. The only thing we try to 
do is to make sure we get information to the teams on time 
and as often as we can get it. So, wrong and misleading 
information is a major problem in conflict environment.”

  Head of IT, Technology, Nigeria

3. Cambridge Dictionary

4. Zetter, K (2017). Inside the Cunning, Unprecedented Hack of Ukraine’s Power Grid. Wired.com; 3 March 2016. Available at:  
https://www.wired.com/2016/03/inside-cunning-unprecedented-hack-ukraines-power-grid/ (last accessed 28 October 2022)

5. International Standards Organization (2021). ISO 31030:2021: Travel Risk Management – Guidance for Organizations. 2021.  
Available at: https://www.iso.org/obp/ui/#iso:std:iso:31030:ed-1:v1:en (last accessed 28 October 2022)
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An interviewee from Ukraine discussed the measures they had taken to 
ensure staff were safe. 

Every employee – and their families – were supported in terms of 
relocation, transportation and support. Whilst few employees remained 
close to the frontline, those that did were provided with safe shelter 
when required and detailed instructions on what to do in case of  
military strike.

The same interviewee also spoke about how they had 
purchased satellite phones for 12 key stakeholders. 
Interestingly, he also said he was still confident that 
infrastructure away from the frontline would hold up enough 
for communications to remain contained. Indeed, relocation 
away from danger was the preferred route rather than using 
enhanced technology to communicate in a danger zone.

  “We have worked with each person in the organization 
on their plans on relocation, and we were supporting the 
relocation by providing accommodation, transportation 
support, and stuff like that. There were a lot of tough cases 
because some had children and pets. Very human-like 
problems. At this point, for instance, we have only two 
people who are currently very close to the frontline, so we 
are in contact with them on a daily basis. They didn’t want 
to relocate because of personal reasons so we helped them 
to be close to the proper shelter, and we we supported 
the whole organization with very detailed instructions on 
how they should act when they hear signals from rocket 
launch sirens, for example. We also communicate very 
often. We know where each person is and how this person 
is feeling. I can quickly jump on a call with any business 
unit manager and find out what’s going on in his or her 
team. We have very close and daily contact with each of the 
personnel so are aware of every issue they face, and as an 
organization we support them to resolve their problems.”

  Director of Information Security, Technology, Ukraine

  “We specifically purchased twelve satellite 
phones for the key business personnel who are 
required to support our business operations. 
But for people near the frontline, they 
actually don’t have this form of emergency 
communication channel. We have a war of 
21st century and luckily in Ukraine, internet, 
communications and electricity is working 
very well away from the front line so we have 
no issue. That’s not like a total shutdown. And 
again, because we monitor the development of 
this situation, when the frontline becomes close 
to employees, we will ensure they relocate.”

  Director of Information Security, 
Technology, Ukraine
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What protocols do you have in place to protect staff operating in armed conflict areas?

%

Liaison with local government 33.0%

Dedicated external (contracted) monitoring 
of security/operational developments 35.1%

Access to food, water, medical supplies and fuel 36.2%

Access to healthcare 40.4%

Dedicated internal monitoring of 
security/operational developments 44.7%

Safe shelter and/or accommodation 46.8%

Access to mental health and wellbeing services 48.9%

Updates with local news and intelligence 48.9%

Support for employee’s family 51.1%

Cyber security and IT arrangements 51.1%

Internal relocation from high-risk areas 56.4%

International evacuation from conflict territory 59.6%

Provision of cash reserves to mitigate 
the failure of local banking networks 27.7%

29.8%
Satellite phones or other types of devices 

to ensure continuity of communications

Figure 5. What protocols do you have in place to protect staff operating in armed conflict areas? 
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That said, when an organization does decide to send staff to a 
high-risk area, they should be mindful of a wide range of risks 
that cover, among others, legal, financial, digital and health 
aspects. On this note, it is therefore concerning to see that only 
half of the organizations (50.6%) conduct a screening of their 
employees before they are sent to areas at high risk of conflict. 
Among those organizations who do, security and health checks 
are the most recurring arrangements, followed by a series of 
cultural assessments that range from political and religious 
checks to cultural awareness of the destination. This is a delicate 
process, because employees might have to be open about their 
personal life. Some humanitarian organizations even go as far 
as checking the person’s social media account for content that 
might put them in danger if discovered by certain non-state 
groups or governments. While this can be a rather intrusive check, 
it is important that every piece of public information about an 
employee is verified, or they might become a target.

  “In some environments, you have to be very careful 
about the people that you send out there. Sometimes 
you might need to consider their religious affiliation for 
their own safety: in some environments there are certain 
religions which will put people at risk in some areas. 
We’d first say to them ‘Look, this is the environment. 
This is what it entails. Are you able to take this offer?’ 
And then we might go on to say ‘Look, your political 
affiliation and your religious affiliation matters in some 
of those environments.’ This is because if you are of 
a particular religion which has a fanatical side – and 
we’ve seen quite a lot of it over the years in the northern 
part of Nigeria – there is a lot of risk. As an advisory, we 
tell teams where they are not meant to discuss religious 
issues. You should not talk about politics when you’re in 
a particular part of this environment for your own safety. 
So we have to make sure this advisory is in place.”

  Head of IT, Technology, Nigeria

50.6%
Yes

16.5%
No

32.9%
I don’t know

Figure 6. Do you conduct a screening of your employees before 
they are sent to areas potentially subject to armed conflict?
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An interviewee from Nigeria described the measures they go to ensure the safety of traveling employees. In addition to providing 
practical advice, the company arranged applicable transport – and armed vehicles where necessary – to ensure that staff remained safe.

  “If staff have to travel, they have to keep us informed. If they want to travel to any part of the country, they need to clear it 
with us and we’ll then advise whether their visit or travel can go ahead. If it can, we will organize their escort. Staff have to 
inform us at least 48 hours before their travel time and then security will be arranged. We also have armoured vehicles in 
use, one of which is being used by the manager of our site in the North West area. For very at-risk areas, we actually  
don’t allow expatriates to visit them for obvious reasons. But if it’s critical and very, very, very necessary, then we put  
in very high security measures.”

  Security Operations Manager, FMCG Sector, Nigeria

What screening do staff undertake when travelling to 
areas potentially subject to armed conflict?

Organizational involvement in conflict
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Climate change and conflicts:  
a threat multiplier
As the consequences of climate change intensify, many have started to wonder if the increasingly harsh conditions can lead to 
disputes. The idea is that as weather events become more extreme, resources become scarcer and might trigger conflicts. One 
straightforward example would be that of droughts or floods that damage farming lands, creating tensions among farmers who 
might recur to violence to secure profitable lots. Also, increasing poverty deriving from climate change is likely to push people 
from low-income families into the arms of violent groups, who exploit them for their illicit purposes.

While researchers have not established strict causality between climate change and conflict, it is becoming visible that the two 
share at least a correlation. In developing countries, where the effects of global warming are some of the strongest, conflicts are 
proliferating. The point is that while climate change is not the only factor to cause conflict, it does work as a threat multiplier6, 
especially in those less industrialised countries that depend heavily on agriculture. 

According to the International Federation of the Red Cross (IFRC)7, it is becoming increasingly clear that where there is conflict, 
there are also often extreme weather events. Even though it is hard to establish whether one causes the other, it is just as relevant 
to observe that these two macro risks can and do occur at the same time in the same place. 

6. Hubbard, K. (2021). Global Warming Risks Increase in Conflicts. USNews. 29 October 2021. Available at:  
https://www.usnews.com/news/best-countries/articles/2021-10-29/how-climate-change-may-increase-global-conflicts (last accessed 28 October 2022)

7. International Committee of the Red Cross (2020). Climate Change and Conflict. ICRC. 5 August 2020.  
Available at: https://www.icrc.org/en/what-we-do/climate-change-conflict (last accessed 28 October 2022)20
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Countries with water scarcity such as Yemen and Iraq have also experienced institutional failure and conflict. Similarly, 
in conflict-ridden Somalia, people have been forced to move due to repeated droughts.

Studies in recent years have also demonstrated a statistical correlation between the two8. One study from the 
International Growth Centre shows that areas with temperature rises also experience an increase in crime and conflict. 
Similarly, another piece of research found that lack of rainfall leads to higher chance of conflict near farming lands. 

Looking at the future, international relations among states might change as a result of climate risk9, due to new 
international agreements or policies. This can potentially generate increased tensions and resentments between high- 
and low-income countries, which could be a thriving scenario for violent groups who prosper in such conditions. After 
all, solutions to global crises have often proved to be unequal – as in the case of COVID-19 vaccine supplies. Should 
this also happen for climate change, it is likely that the increasing scarcity of resources coupled with rising malcontent 
will result in increased violence. 

8. Yam, E. (2021). Does climate change cause conflict? International Growth Centre (IGC). 2 June 2021.  
Available at: https://www.theigc.org/blog/does-climate-change-cause-conflict/ (last accessed 28 October 2022)

9. Ryan, D. (2019). Stanford-led study investigates how much climate change affects the risk of armed conflict. Stanford News. 12 June 2019.  
Available at: https://news.stanford.edu/2019/06/12/climate-change-cause-armed-conflict/ (last accessed 28 October 2022)
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Management of resilience in conflict

Management of resilience  
in conflict 
A fifth of the participants in the sample (19.8%) report that business 
continuity management teams have the primary responsibility for 
coordinating resilience arrangements in conflict areas. Other common 
departments are crisis management (10.7%), security intelligence (9.09%) 
and enterprise risk management (7.4%). All these disciplines fall under 
the broader resilience umbrella, and some of them will blend into each 
other in many organizations. For instance, business continuity and crisis 
management are often part of the same team, and some (9.1%) even have 
an organizational resilience function that supposedly includes most if 
not all these disciplines. What is clear, however, is the spread of functions 
which hold responsibility for coordinating resilience arrangements 
in conflict areas. As good practice starts to emerge as a result of 
contemporary conflicts, it is likely that coordination will fall to those 
departments with the widest organizational oversight such as business 
continuity, organizational resilience or operational resilience.

  “I’ve been in the role of Head of BCM for many years now and 
have always had a senior position in the organization. We very 
much lead the management of the resilience in a conflict but 
that’s partly because I’ve always pushed for it to come from the 
team. I know everyone in the organization very well because 
we have such frequent interactions because of our permanent 
crisis mode, so we find it works well for the BC team to 
coordinate everything. The people at the top also respect us 
too which really helps. We have a lot of presence in the crisis 
management team as well, although that’s only engaged when 
something really bad is happening.”

 Director of BC, Engineering, South Sudan
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The need for a holistic approach to modern threats further 
emerges from the next questions where roughly half of the 
respondents reveal that teams such as business continuity 
management (49.6%), human resources (46.9%), physical security 
(43.2%), and crisis management (43.2%) contribute to the response 
even when they are not acting as primary coordinators. 

19.8%
Business continuity 

management
10.7%

Crisis management

9.1%
Organizational resilience

9.1%
Security intelligence

7.4%
Enterprise risk management

5.8%
Physical security

5.0%
Operational resilience

5.0%
Operations/facilities

4.1%
Health and safety

4.1%4.1%
Travel security

4.1%
C-suite

3.3%
Human resources

0.8%
Information technology

2.5%
Information and cyber security

8.3%
Other

0.8%
Finance

Figure 7. Which department has the primary responsibility for 
coordinating resilience arrangements in conflict areas?
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What other departments, if any, contribute to building resilience arrangements in conflict areas?

%

Operational resilience 29.7%

Travel security 31.5%

Enterprise risk management 32.4%

Operations/facilities 34.2%

Information and cyber security 36.0%

Information technology 36.9%

Security intelligence 38.7%

Health and safety 39.6%

Crisis management 43.2%

Physical security 43.2%

Human resources 46.9%

Business continuity management 49.6%

Occupational health 18.0%

27.0%Finance

21.6%C-suite

12.6%Other

20.7%Organizational resilience

Figure 8. What other departments, if any, contribute to building resilience arrangements in conflict areas?
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Business Continuity in a Crisis: 
Perspective from a humanitarian 
organization
A business continuity specialist in the humanitarian sector shared his recent experience in Ukraine, including aspects on 
coordination among different units. In his case, their crisis management team decided to send two senior members of the 
team directly in the field (including himself), while the coordinator of the security unit remained the main point of contact in 
their headquarters. This way, they had high levels of seniority both in the central crisis management unit and the local one in 
Ukraine. He explained how this was a necessary approach in their case as they needed someone with experience, but also 
someone who could remain calm even when dealing with the harshest crisis. He further commented that senior members of 
staff have the authority to use larger budgets and make quick operative decisions where appropriate, saving precious time. 

It is also interesting to note that in a humanitarian organization the goal behind operations is substantially different from 
many others. As the specialist put it: “While everyone is trying to get people out, we bring our people in.” This is because 
their active duty begins with the crisis, traveling to the affected area and helping those caught in the middle. In this sense, for 
humanitarian staff, crisis becomes the norm. This means very high levels of personal resilience are acquired in addition to the 
organizational resilience to get through a conflict scenario.

26

Resilience in Conflict Report 2022

Find out more  www.thebci.org



The vast majority of respondents (81.0%) report having 
either a centralised crisis management function (49.6%) or a 
combination (31.4%) of centralised and decentralised units. 
Only 13.0% of participants this is either regionally- (12.4%) 
or business-unit led (6.6%). The data shows a preference for 
the involvement of a centralised team that takes the lead 
and coordinates the response. This ties in with the numbers 
noted in the BCI Crisis Management Report 202110 where 
75.1% reported similar. Numbers on the involvement of top 
management confirm this trend, as 44.9% report that top 
management is not only part of the crisis management all 
along the process, but taking a controlling role until the final 
decision. A further 35.6% also said that they took a controlling 
role at key points during the process and in the final decision. 
An interviewee from Nigeria discussed how they used the 
combination approach with great success. The guidelines, 
plans and procedures were all set by the central office, 
but local crisis management teams (CMT) were given the 
autonomy to manage crises within their own particular site.

  “The local CMT are the ones that carry out all the 
activities necessary to their own incidents, and 
then they feedback into the head office. So the 
process is not totally centralised, management 
believes local teams have a better view of their 
location/site, their environment and the ability 
to make the right decisions. But the guidelines, 
the BCP [(Business Continuity Plan)] and the 
procedures are set from central office. So things 
are run from the central office, but when there is 
an incident, the local CMT actually kicks in and 
reports into the CMT at the HQ, the Head Office.”

  Security Operations Manager,  
FMCG Sector, Nigeria

10. Elliott, R. (2021). Crisis Management Report 2021. The BCI. September 2021. Available at:  
https://www.thebci.org/resource/bci-crisis-management-report-2021.html (last accessed 28 October 2022)
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Figure 9. Does your organization manage crisis management 
through a centralised crisis management structure or is 
responsibility handled primarily at regional or business unit level?
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Experts commonly praise the involvement of exec-level 
engagement in crisis management, which needs appropriate 
levels of seniority and experience. As in the case of the ICRC, 
those managing a complex event such as conflict need to be 
able to make and authorize strategic decisions. Furthermore, 
escalation is a key mechanism in crisis management, which 
allows communications to flow quickly and efficiently across 
organizational levels and geographical units. An interviewee 
from Ukraine highlighted how the board were involved in 
daily calls at the start of the conflict which meant quick  
actions could be taken on escalating issues.

  “Our relationship with the board is very close. 
During the first months of the conflict, we had 
daily morning calls with the shareholders and 
key C-level executives. I was driving this call 
as the incident manager, so I think the fact we 
had good a connection with every person in 
the company and also with shareholders is the 
key to our success. Because I ensured the board 
members were on my daily calls, we were able 
to quickly proceed with all of the actions needed 
to make quick decisions; they could be made 
instantaneously. So, that was very important, that 
the decision-making chain was very short.”

  Director of Information Security,  
Technology, Ukraine

44.9%
All along the process, taking a  

controlling role until the final decision

35.6%
At points during the process  

and in the final decision

11.9%
Only in the end of the process, to validate 

the proposed options and decision

7.6%
At the beginning to share their vision  
and in the end for the final decision

Figure 10. How much are the board/senior executive team 
involved in the decision-making process during a crisis?
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The last two years have made crisis management and business 
continuity a priority for organizations, and they have also 
changed the role of business leaders11. For many employees 
around the world, it has become increasingly important that 
their leadership can take care of their health and safety – both 
physical and mental. Therefore, it is in the best interest of top 
management to have good crisis management qualities, since 
this might be a decisive factor in staff wellbeing, productivity, 
and ultimately the ability of the organization to retain top 
talent. Achieving sustainable competitive advantage derives 
from having the resources to outpace the competition, but also 
from making the right decisions so that they can be in the best 
condition to perform12. It goes without saying that health and 
safety are the main prerequisites for this to happen. 

In general,  crisis management teams should include the 
necessary expertise to deal with a broad range of issues, 
from media communications to security threats and crisis 
communications. Each member of the team should oversee 
different areas, diversifying skills and broadening the range 
of action. However, an organization might not always have 
the resources to deal with every single aspect of a crisis – 
especially a complex one such as conflict – or it might want to 
consult a second professional opinion before making delicate 
choices. For some organizations, a restructuring of the crisis 
management team may be necessary in order to have the best 
personnel on the team to ensure the best response to the crisis. 
Indeed, the BCI Crisis Management Report 2021 discussed how 
some of the most effective crisis management teams were those 
which regularly reshuffled to best address the crisis in hand13.

In this case, the crisis management team can decide to rely 
on external services to outsource services or to ask for a 
consultation. About one in three participants (28.8%) outsource 
resilience operations in conflict areas. Mostly, this has to do 
with travel security arrangements (50.0%), logistics and ground 
transport (47.5%), physical security and employee protection 
(40.0%), air transport (35.0%), and healthcare services (27.5%). 
It is no surprise to see that the most recurring type of support 
organizations seek is logistics and protection. Supply chain 
disruptions remain one of the main problems across different 
crises throughout the world. 

The Ukraine conflict is exacerbating challenges to global supply 
chains, but this is only the latest in a series of disruptions due to 
conflicts. Issues of food security due to the Taliban takeover in 
Afghanistan, and the disruption of supply routes for markets such 
as gas and coffee in Colombia due to civil unrest are all prime 
examples of the hardships for logistics during conflict. 

In light of such complex and far-reaching threats, knowing when 
to engage with external partners is an important quality that can 
help an organization navigate through a crisis. 

11. Herbert, C. & Kowollik, V. How Crisis Changes The Role Of A Leader. Forbes. 30 September 2020. Available at:  
https://www.forbes.com/sites/sap/2020/09/30/how-crisis-changes-the-role-of-a-leader/ (last accessed 28 October 2022)

12. Science Direct (Various). Resource-Based View. Science Direct. Available at:  
https://www.sciencedirect.com/topics/computer-science/resource-based-view (last accessed 28 October 2022)

13. Elliott, R. (2021). Crisis Management Report 2021. The BCI. September 2021. Available at:  
https://www.thebci.org/resource/bci-crisis-management-report-2021.html (last accessed 28 October 2022)
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Figure 11. Do you outsource resilience operations in conflict areas?
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%

Information technology 17.5%

Intelligence gathering and dissemination 27.5%

Healthcare services 27.5%

Air transport 35.0%

Physical security/employee protection 40.0%

Logistics and ground transport 47.5%

If yes, what services do you need to outsource? 

Travel security arrangements 50.0%

Risk management 2.5%

12.5%Communications

12.5%Other

10.0%Business continuity

Figure 12. If yes, what services do you need to outsource? 
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Business continuity and  
resilience in conflict 
Business continuity management (BCM) and crisis management are two key 
components of organizational resilience and they should work in concert 
when a crisis breaks out. The BCI Good Practice Guidelines (GPG) 2018 edition 
explains how the implementation phase14 of the mandates the formation of a 
crisis management team, with defined roles and responsibilities, as well as a plan 
for crisis communications and escalation. In fact, there are also other parts of the 
lifecycle that contribute to the establishment of a crisis management team,  
which goes to show how intertwined these two disciplines are. 

Respondents rated the involvement of both business continuity management 
and crisis management in the mitigation of the impacts of conflicts, albeit to 
different degrees. Roughly one in three organizations (36.7%) include business 
continuity management in the response, and about half of those already 
activated the plan (46.0%). Crisis management, on the other hand, has a higher 
uptake, as 61.3% use this function to mitigate the impacts of conflicts, with 46.2% 
of them who have activated their crisis management committee. 

Previous BCI research has also highlighted the importance of business continuity 
and crisis management in the current geopolitical context. Specifically, an 
analysis of the energy crisis showed that those with such arrangements are more 
protected against losses to their annual turnover, to their product families and to 
their service portfolios. In addition, practices such as business impact analyses 
and horizon scanning have proved to be useful mitigation tools against the 
repercussions of large-scale events such as the Ukraine conflict15.  

Includes measures 
for the mitigation 
of conflicts

Currently activated 
(among those with 
measures available)

Business continuity 
management

36.7% 46.0%

Crisis management 61.3% 46.2%

Table 1. The role of BCM and crisis management in large-scale conflicts.

14. Coetzer, C. (2020). Integrating Crisis Management & Business Continuity for a successful 
response. The BCI. 30 November 2020. Available at:  
https://www.thebci.org/news/integrating-crisis-management-business-continuity-for-a-
successful-response.html (last accessed 28 October 2022). 

15. Riglietti, G. (2022). White Paper: Global Energy Crisis Report. The BCI. 26 July 2022.  
Available at: https://www.thebci.org/news/white-paper-global-energy-crisis-report.html  
(last accessed 28 October 2022).32
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Business continuity and resilience in conflict

36.7%
Yes

46.0%
Yes

11.7%
No, but this is something we are currently building

13.5%
No, but we are considering it

15.0%
No, but this is something we are considering

28.3%
No

40.5%
No

Figure 13. Does your business continuity/resilience function 
include measures for the mitigation of large-scale armed conflicts 
that might disrupt your business?

Figure 14. If yes, have you activated it yet?
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61.3%
Yes

9.2%
No, but this is something we are considering

24.4%
No

5.0%
Unsure

Figure 15. Do you have a crisis management committee to oversee 
large-scale armed conflicts that might disrupt your business?
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Figure 16. If yes, have you activated it yet?
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Respondents report a good synergy between business continuity management and crisis 
management, as they indicate a value of 76.7% on the effectiveness of the relationship. 
Traditionally, BCI reports have noted that the relationship between crisis management 
has been somewhat tense, so this is an encouraging statistic to note. Similarly, regarding 
the involvement of business continuity and resilience functions in the strategic response, 
the value remains quite satisfactory (71.3%). This is a decisive factor in operationalizing 
response measures, which is in line with previous figures reporting a sound involvement 
of top management in the crisis management process. An interviewee in Nigeria 
discussed how the effectiveness of the cooperation of the business continuity team, the 
crisis management team and the country security manager meant that operations could 
continue just 24 hours after a serious incident.

A further interviewee from Ukraine 
explained how the relationship 
between business continuity and the 
crisis management team was integral to 
ensure the organization’s response to 
the crisis was managed in the correct 
way. He was able to identify the exact 
date that the business continuity team 
were pushed into quicker decision 
making and more agile thinking by  
the crisis management team.

  “For security purposes, the company had a contingent of about twenty 
policemen stationed outside one of our sites because of the insecurity 
in that particular area and the threat from Boko Haram. In 2018, we 
had an armed attack on the policemen. The attack started early in the 
morning and they shot quite a number of the policemen because they 
were caught off guard and were preparing for the Muslim early morning 
prayers. We found the attack was not actually targeted at our company, 
but at the armed men that were stationed there. In that particular instance, 
the business continuity team activated the business continuity plan and 
the crisis management teams were quickly put in place to handle this 
situation. The manager of that operational site was the Chair of the 
local crisis management team so the team was quickly constituted.

  So for that incident, the crisis management team was constituted locally 
for that site and it was also the team that handled the overall scenarios 
surrounding the incident. I came in from Head Office too and then there 
were other members from the location, the site’s finance manager, security 
manager, logistics manager etc. So, we were able to coordinate everything 
surrounding that particular incident. As a result of the incident, the police 
were demoralised so we put in a temporary arrangement to have soldiers 
coming there to stay until we get the policemen back. Because of what 
happened, a lot of the employees were afraid. However, we had to make sure 
that the company still functions; that production goes on, so we arranged 
armed escorts for critical staff members from and to their homes. Because 
of this, within 24 hours we were able to kickstart production all over again.”

  Security Operations Manager, FMCG Sector, Nigeria

  “Common and standard business 
continuity stopped working for 
us on 24 February, and from 
that point on we needed to be 
very creative and very agile 
in order to react. The crisis 
management team forced us to 
make quick decisions, and most 
of those decisions were made 
outside our normal business 
continuity program which we’ve 
documented afterwards. So, 
we’ve had to quickly expand 
our program and be very 
creative, and find new ways 
of dealing with a situation 
which we never expected.”

  Director of Information Security, 
Technology, Ukraine

Business continuity and resilience in conflict
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1 
Not effective  

1 
Not involved  

100
Fully effective 

100
Fully involved 

How effective is the relationship between business 
continuity/resilience and crisis management within 
your organization?

To what extent does business continuity/resilience 
become involved in the strategic response in a crisis?

Figure 17. How effective is the relationship between business continuity/resilience and crisis management within your organization?

Figure 18. To what extent does business continuity/resilience become involved in the strategic response in a crisis?

76.2

71.3

Still, participants reported a series of challenges when implementing 
resilience measures in conflict areas, different in nature and in some 
cases hard to put into practice. Lack of specialist personnel is the main 
issue for practitioners (45.3%), which is closely followed by lack of the 
right expertise to analyse events correctly (26.3%). During a conflict, 
organizations rely on their teams for a variety of activities both in their 
headquarters and on the ground. Some of these include gathering 
intelligence through open-source data (OSINT), personal relationships 
(HUMINT) and technology to capture signals and telecommunications 
(SIGINT). Others, as mentioned previously in the case of the ICRC, 
are about making decisions and managing resources in very high-
pressure contexts. In addition, operatives might need to be aware of 
the cultural, political, legal, and religious frameworks of the country 
where the conflict is happening. All of these skills are necessary, which 
means the teams working on the crisis must be mentally, physically, and 
professionally prepared to perform their job. When this is not the case, 
the whole response can be negatively affected, leading to security and 
safety hazards. 

A business continuity specialist in the humanitarian sector provided 
another interesting insight on what it truly means to be inside a  
conflict area and the necessary actions to take. He explained how they 
had to run a geographical analysis in Ukraine of all the sites containing 
nuclear plants to understand the risk of a nuclear fallout, for example. In 
addition, they also had to be aware of a whole other series of chemical 
plants that would also put human lives at risk as a result of an incident. 

To obviate to this risk, they provided staff with anti-radiation 
masks and medicines. In addition, knowing how to use this 
equipment is far from common knowledge, which means 
they had to carry training and awareness sessions for 
personnel. This anecdote shows how important it is to be 
intricately prepared to operate in such volatile environments, 
as well as the specialised staff that have the right skills to 
work in such an environment.

Another interviewee from Ukraine described how the first 
priority when the conflict started was to ensure that data 
centre back-ups were created outside of Ukraine, and  
clients were switched to the new infrastructure. Whilst the 
existing infrastructure in Ukraine had not been affected,  
the interviewee clearly believed the risk was too high  
not to move all customers. 

  “First, we immediately established backup 
infrastructure outside of Ukraine for our data 
centres and all our technical stuff in Poland. 
So, now we are switching our clients to the 
new infrastructure even though our existing 
infrastructure in Ukraine has not been affected.”

  Director of Information Security, Technology, Ukraine

36

Resilience in Conflict Report 2022

Find out more  www.thebci.org



On a different note, respondents consider the large focus on  
other major current disruptions, such as COVID-19, to drive 
energies and attention away from the response to the impacts 
of conflicts. Risk perception has historically been a major issue in 
business continuity and resilience, as the BCI Horizon Scan Report 
has shown through the years. It is often the case that professionals 
and business leaders might be drawn to one event, dismissing 
other potential causes of disruptions. This can be the result of 
media noise, which can influence both personal perspectives  
and risk evaluations. 

Several studies have shown how risk perception depends on several 
factors, such as cognitive styles, personal background, political 
beliefs, and cultural values. Based on all these factors, individuals 
will have different predispositions towards the acceptance – or 
dismissal – of a certain risk. This is also known as the theory of the 
“The Social Amplification of Risk” which is “the phenomenon by 
which information processes, institutional structures, social-group 
behaviour, and individual responses shape the social experience 
of risk, thereby contributing to risk consequence”16. One such 
example could be the perception of climate change, which in some 
cases is well-known to vary according to different political and 
social affiliations. However, the same reasoning can be applied to 
conflicts, which are heavily loaded with political and social aspects. 
As one respondent stated, “reliable information sources become 
less effective when media stories drive common perceptions and 
challenge or steer key decision makers”.

An interviewee described how being prepared for the worst-case 
scenario at all times is something which should be fairly obvious 
to a business continuity professional, but something which was 
not always practised in reality. He then went on to describe how 
the longevity of a crisis meant one of the most difficult problems 
was establishing when the organization had reached a new level 
of ‘normal’ and ‘crisis mode’ would be re-established at a much 
higher level than it had been prior to the conflict.

  “We always have a big battle with management at the top 
with scanning for risks. When the conflict broke out in 
Ukraine, that was all they thought about. Yes, it is close, 
but in reality there are a lot of other risks to think about. 
We are coming up to what is likely to be one of the coldest 
winters ever but management have put their blinkers on 
and can only think about resilience to a conflict. They are 
right to consider it, but what about cyber, what about 
communication black-outs? These all need to be thought 
about before other risks are allowed to take hold.”

  Risk Manager, Professional Services, Poland

  “Business continuity always works with uncertain 
situations. You need to prepare for everything. I 
would suggest this to all organizations even though 
it may seem obvious. I’ve learned that I will always 
think of and prepare for the worst-case scenario. 
Even if my heart does not believe it is possible 
that someone will bomb buildings close to my 
house in the 21st century, it is happening right 
now. We should not allow our heart to shut down 
the brain; we need to plan for the worst days. 

  We are managing to cope with the crisis at this point. 
Our mobile business continuity team have mostly 
either stayed in Western regions of Ukraine in safer 
regions or they have come back to Kyiv, as myself. 
At the moment, we have a slight de-escalation. 
Whilst there is still the risk of rocket launches, it has 
calmed down a bit. For me, it’s a challenge right now 
to understand when this crisis will be over because I 
believe this situation may be prolonged for years. It 
is quite hard for me to understand just how we can 
continue to live in this permanent crisis situation, or 
at which point this crisis will become new normal. 
For me, it’s a problem when we say ‘this is the new 
normal’ and the ‘new’ definition of crisis will mean 
something even worse than we have right now. 
We now need to shift from crisis mode to a normal 
business mode, but with some specific rules for 
business to operate in this ‘new normal’ according 
to the situation we are in. It’s a real challenge.”

  Director of Information Security, Technology, Ukraine

16. Renn et. Al, 1992, as found in Giardini, F. & Vilone, D (2021). Opinion Dynamics and Collective Risk Perception:  
An Agent-Based Model of Institutional and Media Communication About Disasters. Journal of Artificial Societies and 
Social Simulation. 31 January 2021. Available at: https://www.jasss.org/24/1/4.html (last accessed 28 October 2022)

Business continuity and resilience in conflict

37



What are the main challenges to implementing resilience measures in armed conflict areas? 

Lack of locally specific crisis 
management plan and mitigations 23.2%

Challenges communicating with 
staff on the ground 26.3%

Lack of the right expertise to 
analyse the events correctly 26.3%

Lack of dedicated budget 29.5%

Too much focus on other major 
disruptive events (e.g. COVID-19) 36.8%

Lack of specialist personnel 45.3%

Lack of escalation triggers 16.8%

22.1%
Excessive flow of incorrect or 

misleading information

19.0%Lack of management support

14.7%
No consideration in planning and the 

situation escalated too quickly

%

Figure 19. What are the main challenges to implementing resilience measures in armed conflict areas? 
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Technology in conflict 
Technology plays a role in keeping operations resilient in conflict 
areas, even though the majority of participants (57.7%) say they 
do not use software in these types of crises. As highlighted in the 
previous sections, conflicts have become increasingly complex; 
therefore, some practitioners have begun adjusting accordingly. 

Half of those who use software (50.0%) rely on cyber and 
information security systems as well as crisis communications 
technology. Digital threats have become a predominant topic 
during the Ukraine conflict, with some hacker collectives that go 
as far as taking explicit sides in the conflict. While the declarations 
of allegiance from these groups can be rather volatile as they 
are primarily driven by financial gain, they are useful to help 
understand the intensity of cybercrime activity in the conflict. 
Once again, it is worth mentioning that this is not the first time 
hybrid methods are used to wage war, but at the moment  
they are a significant example. 

42.3%
Yes

57.7%
No

Figure 20. Do you rely on software to keep your  
operations resilient in armed conflict areas?

57.7%

42.3%

Do you rely on software 
to keep your operations 

resilient in armed 
conflict areas?
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In addition, respondents also indicated travel security (46.3%) and 
risk intelligence (44.4%) applications as useful tools. Furthermore, 
a significant minority of practitioners highlighted the importance 
of software specifically dedicated to the protection and tracing of 
staff, such as human resources databases (37.0%) and employee 
assistance applications (37.0). An interviewee from Nigeria spoke 
how important technology was to safeguard staff in conflict areas.

One interesting technique that is being used to mislead attackers 
is known as honeypot or honeynet. This technique falls under the 
broader umbrella of cyber deception, and it entails creating false 
email addresses, databases, or websites to attract attackers, thus 
leading them to expose themselves. Once the system intercepts 
an intruder, it sends an alter so the cyber and information security 
teams can deploy the necessary detection and mitigation 
measures. While this system has its pitfalls and it is only part of a 
comprehensive cybersecurity strategy, it is useful when malicious 
activity becomes particularly intense. 

Indeed, technology can be a precious ally in understanding the 
location and status of staff, but also to communicate with the wide 
range of actors present in a conflict. Another excerpt from the 
business continuity specialist in the humanitarian sector on the 
crisis in Ukraine revealed the hardships and insecurities of ensuring 
communications are maintained. While humanitarian organizations 
– much like every other civilian target – are protected by 
International Humanitarian Law and should not become a military 
target, this is not always guaranteed in practice. Reasons for this 
could be due to miscommunications, mistakes, or deliberate 
guerrilla or terrorist actions. 

Therefore, the use of satellite-based systems to send and receive 
messages and updates becomes essential, as they are the most 
reliable technology when most infrastructures are down. Safe 
communications will allow an organization to send clear messages 
to its own people, directing them in the safest possible way. This 
would allow, for instance, to avoid circulating in the most dangerous 
areas unless strictly necessary. While half of the participants rely on 
crisis communications technology, a subset of them also uses either 
geolocation software (29.6%) or satellite communications (25.9%). 
This might be the reason why less than half of them (45.0%) have 
been able to fully ensure IT and telecommunications for staff. 

Technology in conflict

45.0%
Yes, fully

31.2%
Yes, but only for basic services

5.0%
No, but we are currently building capabilities

8.7%
No

10.0%
Unsure

Figure 21. Have you been able to ensure IT and 
telecommunications coverage for your staff in conflict areas?

10
.0%

31
.2

%

8.7%

45.0%

5.0% Have you been able 
to ensure IT and 

telecommunications 
coverage for your staff 

in conflict areas?

  “So for staff in conflict areas, we rely largely on 
intelligence. We subscribe to databases that give 
us automatic update of conflict situations in that 
environment. This means we get the information 
firsthand and can alert the staff. We’ve made provision 
for healthcare through an HMO [(Health Maintenance 
Organization)] arrangement with another organization 
which means staff and their families can be covered by 
the health facility. We also have a crisis management 
app. It’s an app that we developed – a mobile app – 
so that staff can always give us their location. It has a 
geolocation facility on it so we know exactly where staff 
are at any time. There is also a panic button to alert us 
if there is something we need to know about urgently.”

 Head of IT, Technology, Nigeria
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If yes, which type of software have you adopted?

Geolocation software 29.6%

Business continuity management 35.2%

Employee assistance applications 37.0%

Human resources databases 37.0%

Risk intelligence software 44.4%

Travel security applications 46.3%

Crisis communications technology 50.0%

Cyber and information security technology 50.0%

Finance services and management 14.8%

25.9%Satellite communications technology

20.4%Supply chain mapping software

%

11.1%
Artificial intelligence, virtual reality or 

augmented reality applications

Figure 22. If yes, which type of software have you adopted?

0 10 20 30 40 50 60

42

Resilience in Conflict Report 2022

Find out more  www.thebci.org



Management of resilience in a conflict: 
perspectives from Ukraine

29.6%

35.2%

37.0%

37.0%

44.4%

46.3%

50.0%

50.0%

14.8%

25.9%

20.4%

11.1%

A Ukrainian interviewee was asked to summarise what they considered to be the key to resilience during a conflict.  
He produced three points which he believed were successful to the running of his organization through the conflict.

1.   Ensure focus is on the right people and the right actions: Identify the key business drivers and the personnel who are 
able to make quick decisions and make changes where necessary. Focusing on policies and procedures often does not 
work in a conflict environment, albeit they should be followed as closely as possible. 

2.   Make sure a good emergency communications system is in place: Ensure there is good emergency communications 
to quickly gather the business continuity team, the emergency response team or the crisis team. Work out what you 
currently have available and can make the quickest response.

3.   Have a budget reserve for any kind of situation: Although the interviewee was prepared for this, he knew of other 
organizations who were not. Having emergency funds meant they were able to act quickly and pull-on funds quickly,  
if required.

4.   Ensure advanced risk mapping processes are in place: Ensure that specialised staff, if possible, are constantly scanning 
for escalation of conflict. In this person’s organization, they had been mapping the Ukraine conflict since April 2021. This 
enabled them to set up a mobile business continuity team away from the front line before the conflict began in earnest. 

Director of Information Security, Technology, Ukraine

Technology in conflict
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This report has shown that the majority of organizations have been affected by conflict, whether directly or 

indirectly. It is encouraging that most organizations have sound business continuity and resilience plans in 

place for dealing with the impact of conflict. Moreover, the interviews have helped to demonstrate that most 

resilience professionals are able to act with speed and agility when faced with a fast-developing conflict. 

However, in an era where technology and data can be used as both a means of attack and a means of defence, 

the conflict landscape is becoming ever more complex from an organizational resilience perspective. The 

support of senior management is critical to ensure organizations have the right people in place to make the 

right decisions quickly, have the budget ready to invest in resilience in case of conflict and have specialised  

risk scanning programmes and processes in place to understand how a conflict is developing. 
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Respondent  
Interviews

7

Sectors

22

Respondents

221

Countries

55
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37.6%
Business Continuity

13.1%
Risk Management

8.6%
Operational Resilience

6.3%
Organizational Resilience

5.4%
Crisis Management

4.1%
IT Disaster Recovery/
IT Service Continuity

3.6%
Health & Safety Management

3.2%
Security (Physical)

2.7%
Operations

2.3%2.3%
Cyber/Information Security

2.3%
Marketing

2.3%
Security (Intelligence)

1.8%
Quality/Business 

Improvement
1.8%

Emergency Planning

0.9%
Line of Business/

Service Directorate
0.9%

Internal Audit

0.9%
C-Suite

1.4%
Supply Chain/Logistics/
Procurement/Purchasing

Figure 23. Which of the following best describes your  
functional role?

1.8%1.8%2.3%2.3%2.3%
2.3%

2.7%

3.2%

3.6%

4.1%

5.4%

13.1%

6.3%

37.6%

8.
6%

1.4%
0

.9%
0

.9%

0
.5%

0
.9%

Which of the following 
best describes your 

functional role?

0.5%
Human Resources

0.5%
Mobility and/or 
Travel Manager

0
.5%

18.8%
Banking and finance

13.9%
Professional services 
(including consulting)

11.2%
Information technology

9.9%
Public services, government 

and administration

8.5%
Insurance

6.7%
Healthcare

5.4%
Manufacturing

3.6%
Energy and utilities

3.1%
Telecommunications

3.1%3.1%
Transport and logistics

2.7%
Education and training

2.2%
Humanitarian

0.5%
Law enforcement and security

0.5%
Environment and agriculture

0.9%
Retail and wholesale

0.9%
Consumer goods

1.8%
Creative industries

2.2%
Science and pharmaceuticals

0.9%
Aviation

0.9%
Charity/Not for profit

0.9%
Emergency services

1.4%
Engineering and infrastructure

Figure 24. What sector does your company belong to?

1.8%2.2%2.2%

2.7%

3.1%3.1%

3.1%

3.6%

5.4%

6.7%
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13.9%

9.
9%

18
.8

%

11.2%

1.4%
0
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0
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0

.9%
0

.9%
0

.5%
0

.5%

0
.9%

Which sector does your 
company belong to?
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43.7%
Europe

26.0%
1

18.2%
North America

11.3%
2-4

14.3%
Middle East & Africa

14.3%
5-10

11.3%
Asia

11.7%
11-25

10.0%
Australasia

11.7%
26-50

2.6%
Latin America

9.1%
51-100

1.7%
Don't know

14.3%
Over 100

Figure 25. Which country are you based in? Figure 26. How many countries does your company operate in?

14.3%

1.7%

2.6%

9.1%

10.0%

11.7%

18
.2

%

11.3%

11.3%

11
.7

%

43.7%

26
.0

%

14.3%

14.3%
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you based in?

How many countries 
does your company 

operate in?
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Annex

7.4%
1-10

2.6%
11-20

11.0%
Less than €1 million

7.3%
€1-10 million

1.3%
21-50

1.3%
51-100 4.9%

€11-25 million
1.8%

€26-50 million

4.8%
101-250

4.3%
251 - 500

7.3%
€51-100 million

7.9%
€101-250 million

6.5%
501 - 1,000

20.8%
1,001 - 5,000

9.1%
€251-500 million

4.3%
€501 million - 1 billion

10.8%
5,001 - 10,000

22.5%22.5%
10,001 - 50,000

26.8%
€1-10 billion

11.6%11.6%
€11-50 billion9.5%

50,001 - 100,000
7.4%

More than 100,000

7.9%
50,001 - 100,000

0.9%
I don't know

Figure 27. Approximately how many employees are there in your 
organization globally?

Figure 28. What is the approximate global annual turnover  
of your organization?
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About the BCI
Founded in 1994 with the aim of promoting a more resilient world, the Business Continuity 
Institute BCI has established itself as the world’s leading Institute for Business Continuity and 
Resilience. The BCI has become the membership and certifying organization of choice for 
Business Continuity and Resilience professionals globally with over 9,000 members in more than 
100 countries, working in an estimated 3,000 organizations in the private, public and third sectors. 
The vast experience of the Institute’s broad membership and partner network is built into its 
world class education, continuing professional development and networking activities. Every year, 
more than 1,500 people choose BCI training, with options ranging from short awareness raising 
tools to a full academic qualification, available online and in a classroom. The Institute stands 
for excellence in the Resilience profession and its globally recognised Certified grades provide 
assurance of technical and professional competency. The BCI offers a wide range of resources 
for professionals seeking to raise their organization’s level of Resilience, and its extensive thought 
leadership and research programme helps drive the industry forward. With approximately 120 
Partners worldwide, the BCI Partnership offers organizations the opportunity to work with the 
BCI in promoting best practice in Business Continuity and Resilience.

The BCI welcomes everyone with an interest in building resilient organizations from newcomers, 
experienced professionals and organizations. Further information about  
the BCI is available at www.thebci.org.

Contact the BCI

+44 118 947 8215   |   bci@thebci.org 
10-11 Southview Park, Marsack Street, Caversham, RG4 5AF, United Kingdom.

About the International SOS 
Group of Companies
The International SOS Group of Companies is in the business of saving lives, protecting your global 
workforce from health and security threats. Wherever you are, we deliver customised health, security 
risk management and wellbeing solutions to fuel your growth and productivity. In the event of 
extreme weather, an epidemic or a security incident, we provide an immediate response providing 
peace of mind. Our innovative technology and medical and security expertise focus on prevention, 
offering real-time, actionable insights and on-the-ground quality delivery. We help protect your 
people, your organization’s reputation, as well as support your compliance reporting needs. By 
partnering with us, organizations can fulfil their Duty of Care responsibilities, while empowering 
business resilience, continuity and sustainability.

Founded in 1985, the International SOS Group, headquartered in London & Singapore, is trusted 
by more than 9,500 organizations, including the majority of the Fortune 500, as well as mid-size 
enterprises, governments, educational institutions and NGOs. 13,000 multicultural medical, security 
and logistics experts stand with you to provide support & assistance from over 1,000 locations in 90 
countries, 24/7, 365 days.

To protect your workforce, we are at your fingertips: www.internationalsos.com
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